9«17@»-&&\& -(Mu— Ble rame 0
for peer-to-ptle colleborution

MARTIN KLEPPMANN

okl Dec 207273 P mo\r{'in@kle_(rmmu.com
TU Mowicls web L\&Ps //Maréim.lr.(e_ﬂomn.cow
Leom Joam 2024 blvesle @mrkiv\.k( MAaNN.Lom

Univers t‘éu' o f C_am\or'wkse, mastoolonn e mos ‘Bn@ V\OV\AQL'QI'WV\;S'&;C : COW!fV'EQf

m .0‘0 VolkswagenStiftung Ink &- SWitCh



COLLABORATIVE
APPLICATIONS

E (J office 365 Gverleaf
@ 7rello ¥ Figma

\IOIAQ l‘Mnse. °ﬁ oloma,{q*'SfO.Cig;c CO((ALOM‘HOV\

“(é“"‘*"?-, &.l). (of 'uwo.s‘éig\.&'we. Sourv\a(.ism ,
W\uhca,( recorols, da‘l'a. Ma.l\tsis, ngv\eQrivls /CA D,



8;12.“4““& ~€av (£ boleroumce :
S\,s{'m contiuves o fNV“lO. s aol\m'kfsio‘

Suqrm‘\'te.s, @nlan i-(: Some uodes are

ma(ic_t'ous (Ao no*" Coﬂ-ec‘:(‘] -Qouow (ho'l‘oc:o(>









a\'&l\ori"fﬁ ve
Coﬁ o
the dota



COLLARBORATION IN ANY NETWORK TOPOLOGY

JE/

- ONE SV

—X



COLLARBORATION IN ANY NETWORK TOPOLOGY

— Oone server
— mddiple severs

%’S \> : (wwq\w. (chero:('ed)
\ /
\£

/%/



COLLARBORATION IN ANY NETWORK TOPOLOGY

- ONe SUV&

— wwL-Hflc SRRrs
\> 6‘“‘1"" M""-“TA)

—peer -{‘o-feu

(mcluolms LA'N
Bluetooth, Q’k)

( .\.,£







estale
oﬂent



"T].‘q rurcLQSQ Pﬁgq_ g

. e purchasa pri

s of’, 000’ UOO:\ , J pres
s Z£100,000 "

estale
03Qn£






T].‘g rurcl\aSQ Pﬁca_ : e fwckqsa Pr‘l<€
s &1 000, 0oo” s Z£100,000 "

Q.s{:aLe
03Qn£



BLOCKCHAIN To THE REScuE?

l
has|, hash
L/\ e N

* EJ el 7




BLOCKCHAIN To THE REScuE?

2
r—?:jl = if’?

'ED'\':a.l order
A &,Zam'lmc
consansus

M kl l:ree




BLOCKCHAIN To THE RESCUE?

Total order repiced for cryphocurvencies

(‘éa fﬁe\l%": AouLlQ-Sp%dinj) .

Tlﬂe WrOV\S ‘MDA&( ‘(:;r collaboration !



s hesh i

N‘iu}.‘d ﬁr CP?P&MCQS
|o+a| OPO(Q/ (o prevest doolle — speocling)

Consemsus = Puc.k ONE  of seweral proposedl values

Collaboretion = keep all  wi e ey b

—




NYT | L3INN3I_LN | Nv



>0

LAN

>to

>to

LAN | N TERNET

e

AT X

~&———O——C—O—O—j

/ pactitioned —

R |
, \
/ /
/ 4 >y \




P
\
f

NYT | L3NNI _LN | NV

o< oK o oK



https://arxiv.org/abs/2012.00472

Byzantine Eventual Consistency and the Fundamental Limits of
Peer-to-Peer Databases

Martin Kleppmann
University of Cambridge
Cambridge, UK
mk428@cst.cam.ac.uk

ABSTRACT

Sybil attacks, in which a large number of adversary-controlled
nodes join a network, are a concern for many peer-to-peer database
systems, necessitating expensive countermeasures such as proof-
of-work. However, there is a category of database applications that
are, by design, immune to Sybil attacks because they can tolerate
arbitrary numbers of Byzantine-faulty nodes. In this paper, we
characterize this category of applications using a consistency model
we call Byzantine Eventual Consistency (BEC). We introduce an
algorithm that guarantees BEC based on Byzantine causal broadcast,
prove its correctness, and demonstrate near-optimal performance
in a prototype implementation.

1 INTRODUCTION

Peer-to-peer systems are of interest to many communities for a
number of reasons: their lack of central control by a single party
can make them more resilient, and less susceptible to censorship

Heidi Howard

University of Cambridge
Cambridge, UK
hh360@cst.cam.ac.uk

The reason why permissioned blockchains must control member-
ship is that they rely on Byzantine agreement, which assumes that
at most f nodes are Byzantine-faulty. To tolerate f faults, Byzantine
agreement algorithms typically require at least 3 f + 1 nodes [17].
If more than f nodes are faulty, these algorithms can guarantee
neither safety (agreement) nor liveness (progress). Thus, a Sybil
attack that causes the bound of f faulty nodes to be exceeded can
result in the system’s guarantees being violated; for example, in a
cryptocurrency, they could allow the same coin to be spent multiple
times (a double-spending attack).

This state of affairs raises the question: if Byzantine agreement
cannot be achieved in the face of arbitrary numbers of Byzantine-
faulty nodes, what properties can be guaranteed in this case?

A system that tolerates arbitrary numbers of Byzantine-faulty
nodes is immune to Sybil attacks: even if the malicious peers out-
number the honest ones, it is still able to function correctly. This
makes such systems of large practical importance: being immune to
Sybil attacks means neither proof-of-work nor the central control
of permissioned blockchains is required.

22
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Recovering from key compromise in decentralised access control systems

Martin Kleppmann
University of Cambridge
Cambridge, UK
martin @kleppmann.com

Abstract—In systems with multiple administrators, such as
group chat applications, it can happen that two users concur-
rently revoke each other’s permissions. For example, this could
occur because an administrator’s device was compromised,
and an adversary is actively using stolen credentials from
this device while another administrator is trying to revoke
the compromised device’s access. In decentralised systems, the
order of these mutual revocations may be unclear, leading to
disagreement about who the current group members are. We
present an algorithm for managing groups where members can
add or remove other members. In the event of a compromise,
our algorithm allows the legitimate users to reliably revoke all
compromised devices and lock out the adversary, regardless
of how the adversary uses secret keys from the compromised
devices. Our algorithm requires no trusted authority and no
central control, and can therefore be used in decentralised
settings such as mesh or mix networks.

Index Terms—access control, authorisation, group messaging,
group membership, decentralisation, key compromise, CRDT

Annette Bieniusa
TU Kaiserslautern
Kaiserslautern, Germany
bieniusa@cs.uni-kl.de

may sometimes fall into the hands of a malicious adversary.
When this happens, the remaining users must be able to
revoke the compromised credentials’ permissions, so as to
limit the damage that the adversary can do.

The problem is: once the secret keys of an authorised
user are in the hands of an adversary, the adversary may
perform arbitrary actions pretending to be that user. For ex-
ample, if Bob’s keys were compromised, and Alice (another
authorised user) tries to revoke the permissions associated
with Bob’s key, the adversary may try to first revoke Alice’s
permissions and thus prevent her from removing the adver-
sary’s access. Alternatively, the adversary may use Bob’s
key to add several new devices that are also controlled by the
adversary; thus, even if Bob’s key is revoked, the adversary
may be able to continue accessing the system through one
of these other devices, until they are also removed.

In some systems, it is possible to use a centralised
arbiter, such as a trusted server, to resolve such conflicting
permission changes. However, the problem becomes harder
in decentralised systems that have no such central point of
control: for example, mesh networks have been used by
protesters to communicate without usine the Internet 21
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OF!!'THW‘*"W?WV‘;'?— Mversau'iqu7 hosemn (::meséam(s

Romveboth?t  DoS: widht ctwove all adwins
-@m—nel-@kv-?- User cam ca.m;e,l £leir rmo\Ial

-:F-p*&-mm}eq;- th AQC%‘&(' Q.Ll' se.d

%&cﬁwﬂmﬁr&?‘ uow do 700 emsSure wv\‘éro( o\
smork onkenck is comsickent witlh ke ACL?
What dp c'ov do w\dlc, w£;m5 {or Hod‘claw’m o(ea'siov\?



HOw do L\aw\a“?, Mvh\ f'f—voca‘éiw\ ?

E SQM-ior{Ev, erM'ﬁ °F Users

Qp)_ %pou(‘y coe,alor* ["AS I‘a«k 1' vsy aolo(ﬂ.ol L-] n;w\lq_—-i S L\AS Mlc ,:4,1,
breale Les L'T (Lsdcoaamfkc_ ordar o hashes o& o{;m—({hs Hal added #o users

?N‘O‘w l‘\ow '10 ’100 Fwmove éke. mos" Seamior USQ.r_?



HOw 'LO lnama“& Mu&\ rCVOCa.‘é;W\ ?

E Sw.iorikv, “Ml'-in.g og Users

R4y oy creator has ravk 1 use addad L»} anmle ~i vser has raunle 41
breal Hes L'T (Lse{coabrqfla&c_ ordes o {Msl«% og Ome:(';hS -l»f,\,J, ocdded Ha userg

PFD\O‘QAM l\ow 0\0 700 Fwmove élae mosr‘ Seamior USQr,?

- who 5&5 o voke! §'1Li( adtacle gﬁuu\ln'ov\ needed
— how does @ user kuow e correct amswer ?

—risk of social emgmerring attacls

— what '»Affhs while wa.{(:iw) @or vote &o oow\?leh,?
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@ SMOr{bA’ "Ml'-m.g °F UsesrsS

PI‘D‘O\QJM l‘\ow 0‘0 ’100 Fuwmove él\e. mosr‘ Seamiofr USQr,?

Solution:

Most semior fuLLc.lf-q s nokt for a siuslc. usQr/a(mice, bk ratler
a Fvu"c, lca.] <For a 'HANSL\JJ sism{‘.we sd«u«e w\«u-e, Hae_

asrou? MMLU‘S "\O(J se.cre:(- S'»\args

=> L ouk of h users Cam overmde sudori‘:v’ “ML(MD

_——> "\QP,A SOLQMQ AFOF PQAAQ&r;kukiv\s S&U"QL SL\N’QS &-('{Q/
%r-ou? mw‘oers[aip c,L\aMf)eS



Buzantive Eveunbtual Consistenc (SEC_)

E‘V%'Euu( OfAA{O—

One cortect ref‘—\ca qﬂ(aes qua&e u

= all corred ref‘-ic.as evew‘:va((ﬂ qgf(v.' w
Comlo.rswc.e.: e——ve CROTs

Two reglicas have qffb’enl same set of g‘,alocl-es
= (Z‘\eq are n te same state

Prvaciont f“¢serw&i on:
The state of a correct refica a.luas-,s satisfies all
of ke agp's declared nvariants

(Mo{ A eo« ou«tr. more kechnical ‘»orv.rﬁes)
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